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ADVANCED CYBER SECURITY  STUDENT PROFILE
COURSE CODE: 5372

	Directions:
	Evaluate the student using the applicable rating scales below and check the appropriate box to indicate the degree of competency.  The ratings 3, 2, 1, and N are not intended to represent the traditional school grading system of A, B, C, and D.  The description associated with each of the ratings focuses on the level of student performance or cognition for each of the competencies listed below.

	
	

	PERFORMANCE RATING
	COGNITIVE RATING

	 3 - Skilled--can perform task independently with no supervision
 2 - Moderately skilled--can perform task completely with limited supervision 
 1 - Limitedly skilled--requires instruction and close supervision
 N - No exposure--has no experience or knowledge of this task
	3 - Knowledgeable--can apply the concept to solve problems
2 - Moderately knowledgeable--understands the concept
1 - Limitedly knowledgeable--requires additional instruction
N - No exposure--has not received instruction in this area




	[bookmark: _GoBack]A.  SAFETY AND ETHICS

	  3   2    1    N
	

	__  __  __  __1.
	Identify major causes of work-related accidents in offices.

	__  __  __  __2.
	Describe the threats to a computer network, methods of avoiding attacks, and options in dealing with virus attacks.

	__  __  __  __3.
	Identify potential abuse and unethical uses of computers and networks.

	__  __  __  __4.
	Explain the consequences of illegal, social, and unethical uses of information technologies (e.g.,  privacy; illegal downloading; licensing                          infringement; inappropriate uses of software, hardware, and mobile  devices).

	__  __  __  __5.
	Differentiate between freeware, 
shareware, and public domain                                 software copyrights.

	__  __  __  __6.
	Discuss computer crimes, terms of use, and legal issues such as copyright laws, fair use laws, and ethics pertaining to scanned and downloaded clip art images, photographs, documents, video, recorded sounds and music, trademarks, and other elements for  use in Web publications.

	
	

	__  __  __  __7.
	Identify netiquette including the use 
of e-mail, social networking, blogs,                             texting, and chatting.

	__  __  __  __8.
	Describe ethical and legal practices in business professions such as safeguarding the confidentiality of business-related information.

	__  __  __  __9.
	Discuss the importance of cyber safety and the impact of cyber bullying.

	
	

	B.  EMPLOYABILITY SKILLS

	 3    2    1    N
	

	__  __  __  __1.
	Identify positive work practices (e.g., appropriate dress code for the workplace, personal grooming, punctuality, time management, organization).

	__  __  __  __2.
	Demonstrate positive interpersonal skills (e.g., communication, respect, teamwork).

	
	

	C.  STUDENT ORGANIZATIONS

	 3    2    1    N
	

	__  __  __  __1.
	Explain how related student organizations are integral parts of career and technology education courses.

	__  __  __  __2.
	Explain the goals and objectives of related student organizations.

	__  __  __  __3.
	List opportunities available to students through participation in related student organization conferences/competitions, community service, philanthropy, and other activities.

	__  __  __  __4.
	Explain how participation in career and technology education student organizations can promote lifelong responsibility for community service and professional development.

	
	

	D.  MALWARE THREATS

	 3    2    1    N
	

	__  __  __  __1.
	Analyze and differentiate among types of malware.

	__  __  __  __2.
	Identify malware code (strings).

	
	

	E.  CRYPTOGRAPHY BASICS

	 3    2    1    N
	

	__  __  __  __1.
	Summarize general cryptography concepts (symmetric encryption, asymmetric encryption).

	__  __  __  __2.
	Demonstrate basic cipher systems (e.g., Caesar cipher, Vigenere cipher).

	__  __  __  __3.
	Demonstrate file hashing.

	__  __  __  __4.
	List examples of steganography uses.

	
	

	F.  ADVANCED CRYPTOGRAPHY 
     (IMPLEMENTATION)

	 3    2    1    N
	

	__  __  __  __1.
	Use and apply appropriate cryptographic tools and products.

	__  __  __  __2.
	Explain the core concepts of Public Key Infrastructure.

	__  __  __  __3.
	Implement PKI, certificate management, and associated components.

	__  __  __  __4.
	Install and configure Pretty Good Privacy (PGP) and send/receive PGP encrypted e-mail.

	__  __  __  __5.
	Install and view a digital certificate.

	__  __  __  __6.
	Enroll certificates.

	__  __  __  __7.
	Renew/revoke/backup and restore public and private key certificates.

	__  __  __  __8.
	Install/secure a Certificate Authority.

	__  __  __  __9.
	Backup and restore a Certificate Authority (CA).

	
	

	G.  ADVANCED COMMUNICATION AND 
      WIRELESS NETWORK SECURITY

	 3    2    1    N
	

	__  __  __  __1.
	Implement wireless networks in a secure manner.

	__  __  __  __2.
	Analyze and differentiate among types of wireless attacks.

	__  __  __  __3.
	Configure a wireless access point (WEP, WPA, and WPA-2).

	__  __  __  __4.
	Install/view packet sniffer.

	__  __  __  __5.
	Demonstrate use of InSSIDer/Netstumbler on wireless communications.

	__  __  __  __6.
	Change the power level of a WLAN Access Point.

	__  __  __  __7.
	Configure Virtual Private Network (VPN).

	__  __  __  __8.
	Configure a remote access policy Layer 2 Tunneling Protocol (L2TP) and Point-to-Point Tunneling Protocol (PPTP).

	
	

	H.  ORGANIZATIONAL SECURITY

	 3   2    1    N
	

	__ __ __ __  1.
	Explain the impact and proper use of environmental controls.

	__ __ __ __  2.
	Explain the importance of security-related awareness and training.

	__ __ __ __  3.
	Install environmental controls through BIOS.

	__ __ __ __  4.
	Write organizational security policies  (e-mail, wireless, etc.).

	
	

	I.   CONTIGENCY PLANNING (INCIDENT 
     RESPONSE AND DISASTER RECOVERY)

	 3   2    1    N
	

	__ __ __ __  1.
	Execute appropriate incident response procedures.

	__ __ __ __  2.
	Compare and contrast aspects of business continuity.

	__ __ __ __  3.
	Execute disaster recovery plans and procedures.

	__ __ __ __  4.
	Perform secure data destruction (e.g., Secure Erase, BCWipe).

	__ __ __ __  5.
	Demonstrate the ability to capture volatile memory contents.

	__ __ __ __  6.
	Perform imaging.

	__ __ __ __  7.
	Restore a machine from a known good backup.

	
	

	J.  SECURITY AND TESTING AND EVALUATION

	 3   2   1   N
	

	__ __ __ __  1.
	Analyze and differentiate among types of mitigation and deterrent techniques.

	__ __ __ __  2.
	Implement assessment tools and techniques to discover security threats and vulnerabilities.

	__ __ __ __  3.
	Within the realm of vulnerability assessments, explain the proper use of penetration testing versus vulnerability scanning.

	__ __ __ __  4.
	Demonstrate security scanners (e.g., Nessus, Nmap, Retina).

	__ __ __ __  5.
	Conduct a security audit.

	__ __ __ __  6.
	View and modify an ARP table.

	__ __ __ __  7.
	Evaluate the patch status of a machine.

	
	

	K.  RISK MANAGEMENT

	 3   2    1    N
	

	__ __ __ __  1.
	Explain risk-related concepts.

	__ __ __ __  2.
	Perform a risk assessment.

	__ __ __ __  3.
	Identify mitigations for risks from risk assessment.

	__ __ __ __  4.
	Carry out appropriate risk mitigation strategies.



